Information Engineering Workshop for School Visits:
Packet Sniffering
Prepared by Adrian Sai-wah TAM
swtam9@ie.cuhk.edu.hk
Last modified: October 19, 2005

This workshop is to use Ethereal as a sniffering tool to sniffer the local network. The procedure and objectives are
demonstrated and discussed step-by-step as follows:
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1. Starting Ethereal As shown in the figure below. Click on the Ethereal icon on desktop and start Ethereal.
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Afterwards, click on “Capture Interface” and you will get the dialog box as below. Which you can click “Capture” to
start packet capture.
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You can now click on “Close” in the previous dialog box nhamed “Caputre Interfaces”. Below is the screen during capture:
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2. Login attempt using Browser Next, go to the desktop and start the Internet Explorer. In the “favorites”, there is al-
ready a bookmarked link called “IE Demo Site” as shown below, or you can typesip: //www . ie. cubk.edu.hk/demo/:
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You can type anything and click “Submit” to login. You should get a failed message as you do not know the password.
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3. Examine plain HTTP Back to Ethereal and stop the capture. The packets captured during your login attempt is
tabularized as rows, as follows:
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748 50606951 102.168.11.2 137.189. 96.168 TCP 2054 > http [ACK] Seq=387 Ack=2067 |
251 62.871826 192.168.11.2 137.185.90.168 TP 2954 » frtp [RST] Sen-387 Ack-0087
273 76.670231 192.168.11.2 137.189.96.168  TCP 2935 - http [Svh]

275 76.671918 192.168.11.2 137.189. 96. 168 2955 > hrip [ack]
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28 22.358552 102.168.11.2 192 168.11.1 ONS  standard guery A www. yahw.cum.hk L

40 22.537821 192.168.11.2 162.168.11.1 ONS  Standard guery a hk.yahoo. com
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b Frame 276 (620 bytes on wire, 620 bytes captured)
I Ethernet IT, src: 00:bo:d0:9c:9a:dc, Dst: 00:0d:0b:12:60:18
I Internet Protocol, Src Addr: 102.168.11.2 (102.168.11.2), Dst addr: 137.189.96.163 (137.180.06.1%
I Transmission Control Protocol, Src Port: 2955 (2955), Dst Port: http (80), Seg: 1, Ack: 1, Len: §
I Hypertext Transfer Protocol
[ Line-based text data: application/x-www-form-urlencoded
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You can click on the table header to sort the packets. To find your HTTP packet, pleassdry by destinationand

look for the destination IP 137.189.96.168. Among them, there is one in pratotbland the “info” begins wittP0OST.
Clicking on the packet will show the detailed packet information in the middle frame. The bottom frame will show the
packet in byte-by-byte format, which you can see your password and login name that you was typed to the browser.
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4. Examine secure HTTP Firstly, clear all your captured packets and restart a new caputre section by selecting “Cap-
ture> Start” in Ethereal’s menu. It will prompt you to save the capture as shown below. Please choose “continue without
saving” and you can start a new section again.
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D Frame 18 (620 bytes on wire, 620 bytes captured)
D Ethernet II, src: 00:bo:d0:Sci9a:dc, Dst: 00:0d:0h:12:60:18
P Internet protocol, Src oaddr: 192.168.11.2 (192.168.11.2), Dst Addr: 137.180.06.168 (137.180.06.16 (R
 Transmission Control Protocol, Src Port: 2057 (2957), DSt Port: http (80), Seq: 387, Ack: 2066, L
[ Hypertext Transfer Protocol
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username=hello&password=wor 1d&submit=submit

¥ x]

U200 74 Zd 4C 65 Ge 67 74§ 320 O Ua 44°BF  t-length @ 43..Co
0210 6e 6e 65 63 74 69 6f 6e 33 20 4b 65 65 70 2d 41 nnection : Keep-a
0220 6C 69 76 65 Od 0a 43 61 63 68 65 2d 43 6f 62 74  Tive..Ca che-cant
0230 72 6F Gc 3a 20 6e 6F 2d 63 61 63 63 65 0d 0a 0d rol: no- cache.

0240 Qa 75 73 65 72 6e 6L 6d 65 3d 68 65 €c 6c 6F 26 .usernam e-hellok
0250 70 61 73 73 77 &f 72 64 30 77 & 72 6C 64 26 53 password —warldas
0260 75 62 6d 65 74 3d 53 75 62 6d 69 74 ubmit=5u bmit

File: (Unitied) 16 KB D0:00: 3 76 B: 76 M; 0 Feady to load or capture £ o Packets

@istat| @ [ @ Y camp-0s.bmp -Paint @ (Lntitled) - Ethereal @Yt peno se -macrosst. | Gl [ RO @) Erinee @] & [ © Y comp05.brp-Paint ©) (Lve Copture mProgre.., €11 Demo site - iresct,.. | (| [0 9 @) EF s

Go to the browser and do the same procedure again but type in the adet@ss//wuw.ie.cuhk.edu.hk/demo/.
You can login with any username and password as before to generate the “authentication failed” page.
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Next, go back to Ethereal and stop the capture. Check if you can get the login name and password you just typed!
(Answer: No, you can't)
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You can only see those “encrypted” data which you cannot read the content. This effect is the difference between the
https:// (secured HTTP) in this example ahdtp:// (clear text HTTP) in the last example. Below is the capture of




the secured HTTP session:
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Checksum: 0xbB73 (incorrect, should be OxFOB&)
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5. Obtaining Password by Sniffering You cannot login to the previous pages because you do not have the password.
But the computers are configured with the Outlook Express correctly to send and receive emails. Of course you cannot
recover the email password from Outlook Express directly. However, the following is to capture the password by sniffering
the email session.
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Firstly, start a new caputre in the Ethereal as the previous step. As shown in figures 7 and 8.
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Then open Outlook Express as follows:
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Then you can click on “send and receive” as shown below. This is to ask your Outlook Express to communication to the
emalil server. By leting the Outlook Express to contact the email server, the program will send the password out, which
you can capture it by Ethereal.
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After your Outlook Express finish send and receive email, you can go back to Ethereal and stop the capture. Look for the
destination IP 137.189.96.20, and see if you can get the correct login name and password. The correct packets should be
in protocolPOP and the info should begin wittRequest: USER” (for login name) or Request: PASS” (for password).
The sample screen capture is shown below:
#Outlook Expresss i Wit # B # 1% - {rwh 7] LL[E £ Etherealf: (% (E & 6 - EH @ HIEF » 1 Bt
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25 14.487290 152.168.11.2 137.180.06. 20 FOF  Request: USER
20 14.500095 1%2.168.11.2 127.180.06.20 POP Request: STAT ‘
32 14.531951 152.168.11.2 137.189.96.20 POP  Request: LIST
24 14.650003 1%2.168.11.2 127.180.06.20 TCP 2074 > pUpZ [ACK] seq=42 Ack=1%% wi|
36 14.657464 152.168.11.2 137.189.96.20 POP  REUAST: RE L|
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b Frame 28 (68 bytes on wire, 68 hytes captured)

b Ethernet II, Src: 00:b0:d0:9c:9aidc, Dst: 00:0d:0b:12:60:18

b Internet Protocol, Src Addr: 102.168.11.2 (102.168.11.2), Dst Addr: 137.180.06.20 (137.185.9%6.

= Transmission control _Protocol, Src POrt: 2974 (2974), DST Port: pop3 (110), Seq: 16, Ack: 86, lJ

il I 2l
0000 00 0d 0b 12 60 18 00 bO dO 5S¢ 5a 4c 08 00 45
0010 00 36 41 74 40 00 80 06 00 00 c0 a8 Oh 02 80 bd
0020 60 14 0b 92 00 &e 83 fa bc a4 a0 34 7f e3 50 18
0030 fa 9b b5 a4 00 00 50 41 53 53 20 67 72 &f 75 70
0040 31 30 0d Qa
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After you get the correct name and password, you can go back to the browser and login. If your answer is correct, you
should see the following screen:
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